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One unified law that applies directly to all EEA member states. Text of the 
Regulation - http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN 
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The UK Government introduced a new Data Protection Bill on 13 September 2017. 
The Bill will exercise some areas of discretion left to member states in the GDPR.

You can find the latest details of the Bill on the UK Parliament website at 
https://services.parliament.uk/bills/2017-19/dataprotection.html. 
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Articles 2 and 4, GDPR
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Article 4(1), GDPR gives the full definition
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Article 9, GDPR

Genetic and biometric data is added as a new class of special category data. 
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Article 10, GDPR

While not included as a special category, personal data about criminal convictions 
and offences is still regarded as sensitive and only to be used in accordance with 
national law.
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A data controller is “the natural or legal person, public authority, agency or other 
body which, alone or jointly with others, determines the purposes and means of 
the processing of personal data”. 

Data processors are employed by data controllers to do something with the 
personal data but only on the controller’s instructions. They shouldn’t be making 
executive decisions.
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The ICO has published guidance on this principle at https://ico.org.uk/for-
organisations/guide-to-data-protection/privacy-notices-transparency-and-control/ 
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In order to use personal data lawfully, you need to be able to have 
a condition for processing. https://ico.org.uk/for-
organisations/data-protection-reform/overview-of-the-gdpr/key-
areas-to-consider/

Other than consent, the conditions require that the processing is 
necessary. Consent has its own particular requirements. We 
consulted on draft guidance about consent earlier this year and 
will produce a final version in due course. The draft is available 
from the link above.

All conditions have equal weighting: one does not carry any more 
status than any other. It is for the data controller to be satisfied 
that they are relying on the appropriate condition and it is 
recommended that a record is kept of the basis on which the use 
is being made. This is especially important when not relying on 
consent.
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This principle is intended to avoid mission creep. You can use personal information 
for more than one purpose, you can use it for different purposes but they must be 
compatible with the original purpose. If you need to use information for a new 
purpose, you must inform the individuals affected.
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You are not allowed to collect information “just in case”. You must know what you 
want to do with the information at the point you obtain it and it must be relevant 
to the purpose(s).
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Accuracy relates to matters of fact i.e. something that can be proven one way or 
another. 
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Think back to the original purpose(s). Has that purpose(s) been fulfilled? Is there a 
valid reason to retain the personal information any longer? If not, take steps to 
securely destroy the personal information.

You should also take into account any legal or regulatory requirements, or industry 
good practice, when deciding on retention periods. Failing that, make a business 
case for why you need the information. If you can set a hard time limit, consider 
establishing criteria that help you decide whether or not the information is still 
relevant.
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Organisations must take technical and organisational measures to ensure the 
security of the personal data they hold to protect it from unauthorised access or 
use, or from accidental loss, damage or destruction. This can include physical 
security (locks, alarms), electronic security (passwords, encryption, firewalls), 
reliability of staff or volunteers (references, PVG checks, training).

If you are asking a data processor to process personal information on your behalf, 
then you must ensure there is a contract which specifies the processor’s 
obligations in terms of security.
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Article 5(2), GDPR
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Article 25, GDPR
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Article 35, GDPR

The ICO has promoted Privacy Impact Assessments as good practice for a number 
of years: https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-
practice.pdf

European DPAs have issued guidance on Data Protection Impact Assessments 
under GDPR:  http://ec.europa.eu/newsroom/document.cfm?doc_id=47711
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The ICO has published draft guidance on contracts and liabilities under GDPR:
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/consultation-
on-gdpr-guidance-on-contracts-and-liabilities-between-controllers-and-processors/
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Article 30, GDPR requires organisations with more than 250 employees to keep a 
record of their processing activities. Smaller organisations must do so if their data 
processing activities present a risk to individuals, is not occasional or includes
special categories of data or criminal conviction data.

The record must include:
• the name and contact details of the data controller (and the Data Protection 

Officer if one has been appointed),
• A description of the categories of data subjects and the categories of personal 

data
• The categories of recipients to whom the data have been or will be disclosed
• Details of any transfers to countries outside the EEA or to international 

organisations
• The time limits for erasure of the different categories of personal data
• A general description of the security measures
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Articles 33 and 34, GDPR

Only applies to breaches likely to result in a risk to the rights and freedoms of the 
individuals concerned. In that circumstance, you will be required to inform the ICO 
within 72 hours and also inform the data subjects. This should be part of your 
incident management plans. You can find more information on how to report a 
data security breach to us at https://ico.org.uk/for-organisations/report-a-breach/

The European DPAs have published draft guidelines for consultation on data breach 
notification: http://ec.europa.eu/newsroom/document.cfm?doc_id=47741
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Articles 37-39, GDPR

A DPO is required where the core activities of the organisation  include regular and 
systematic monitoring of a large number of people, or the core activities consist of 
the processing of a large amount of special category data (including criminal 
conviction data).

A DPO can be a member of staff or could be a contracted service. But they must 
have a good working knowledge of data protection and how it applies to the 
business.

European DPAs guidance -
http://ec.europa.eu/newsroom/document.cfm?doc_id=44100 
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Organisations must make sure that any transfer of personal data beyond the 
European Economic Area (EEA) is subject to additional measures to ensure that it is 
treated as if it were in the EEA. This is particularly important when using cloud 
computing or any other online service.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-
gdpr/transfer-of-data/
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Most of these rights are qualified. The data controller will not have to accede to a 
request if they can demonstrate that what they are doing is legitimate and 
outweighs the individual’s concerns. The rights are often linked to the condition for 
processing so it is important to consider these together.

https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-
gdpr/individuals-rights/
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The ICO is expected to continue as the data protection authority for the UK. Our 
main functions will continue to be:

• Promoting awareness amongst the public and controllers and processors
• Handling complaints from data subjects
• Monitoring, investigating and enforcing data protection law, 
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Data protection authorities, such as the ICO, will be able to issue administrative 
fines of up to €20 million (or 4% of global turnover for international companies) for 
the most serious breaches. For the more procedural breaches, the fines will be 
limited to €10 million (or 2% of global turnover for international companies). Any 
enforcement action taken must be effective, dissuasive and proportionate. 
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All our guidance documents are available at https://ico.org.uk/for-
organisations/guidance-index/data-protection-and-privacy-and-electronic-
communications.

These are largely in respect of the Data Protection Act 1998 but will nevertheless 
help organisations as they prepare for GDPR.

The Article 29 Working Party, which comprises each European data protection 
authority, is preparing Europe-wide guidance on various aspects of GDPR. These 
can be found online at http://ec.europa.eu/newsroom/just/item-
detail.cfm?item_id=50083
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The Data Protection Reform pages on the ICO website are being updated with our 
own guidance and that from the European Data Protection Authorities’ Working 
Party as they become available. Check the website regularly or subscribe to our 
monthly e-newsletter to hear the latest news. https://ico.org.uk/about-the-
ico/news-and-events/e-newsletter/
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For regular updates on GDPR implementation, as well as other ICO news, you can 
subscribe to our monthly e-newsletter. 
https://ico.org.uk/about-the-ico/news-and-events/e-newsletter/
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